AHOTAINIIA

JlazapiB B.O. Mexanizmu myOnigHOr0 yrpaBiiHHS 1HQOpMAIIHHOW OE3MeKO0
HAJIaHHS €JIEKTPOHHUX TOCTYT: CBITOBUH JocBia. — KBamidikariina HaykoBa mparis Ha
npaBax PyKOIUCY.

Huceprariss Ha 3100yTTs CTymeHs AoKTopa (imocodii 3a cremianbHicTio 281
[Iy6iune ynpaBiiHHS Ta aaMiHICTpyBaHHs. — Kaprnarcbkuii HalloHaIbHUI YHIBEPCUTET
iMeH1 Bacwist Credanuka, MiHiCTEPCTBO OCBITH 1 HayKH YKpaiHu. [BaHO-DpaHKIBCHK,
2025.

VY po0oTI 3A11CHEHO KOMILJIEKCHE AOCIIIKEHHSI TEOPETUUHMX 3aCal Ta CBITOBOIO
JIOCBIJTy IIOJI0 MEXaH13MIB ITyOJIIYHOTO YIIpaBIiHHS iH(QOpMaIiitHOIO OE3MEKO0 HaTaHHS
€JIEKTPOHHUX TOCIYT; OOTPYHTOBAHO MPOMO3UIIIT OO0 YAOCKOHAIEHHS IUX MEXaH13M1B
3 ypaxyBaHHSM CBITOBOTO JIOCBITYy.

[IpoananizoBaHO TOHATIHHO-KATETOpialbHUIN amapar JOCIIPKCHHsS MeXaHi3MiB
MyOJIIYHOTO YMpaBMiHHSA 1HGOPMAIIHHOK Oe3MeKOol HaJaHHSA EJCKTPOHHUX TOCIHYT.
3a3HaueHo, M0 «MEXaHI3MH IyOJIYHOTO YNpaBIiHHA 1HPOPMAIIHHOW OE3MEKOI0
HaJaHHS EJIEKTPOHHUX IMOCIYr» — 1€ CYKYNHICTh B3a€MOIOB’SI3aHUX HOPMATHBHO-
MIPaBOBHX, OprasizaiiifHo-1HCTUTYIIHHUX, TEXHOJIOTIYHUX  Ta COIIlaJIbHO-
KOMYHIKaTUBHUX 1HCTPYMEHTIB, 3a JOMOMOTOI0 SKHUX OpraHd IyOJIIYHOT BIaIU
(bopMyI0Th, peati3yloTh 1 KOHTPOJIOIOThH MOJITUKY 3aXUCTy €JIEKTPOHHUX IMOCIYT Bij
iH(dOopMaIiiHUX 3arpo3, 3a0e3neuyrodn KOH(IIEHIIHHICTD, IUTICHICTh, JTOCTYIHICTD 1
JOBIpY 710 IU(PPOBUX CEPBICIB.

CucremaT30BaHO MpoOIEeMH MyOIIYHOTO YIIpaBIiHHA 1H(HOPMALIHHOIO 6€3MEeK0I0
HAJaHHS EJIEKTPOHHMX IMOCIyr. B ymMoOBax BOEHHOTro cTaHy MpoOJeMU ITyOJIIYHOTO
yOpaBIiHHA 1HQOPMALIAHOW O€3MEKOI0 HAJAHHS EJIEKTPOHHUX MOCIYT BUSBHIIUCA
KOMIUIEKCHUMH Ta 0araTOBHUMIPHMMH, TIO€JHYIOYM TEXHIYHI, OpraHizauiiiHo-
aJAMIHICTpaTUBHI, NPaBOBI M cOIlajdbHI YWHHUKU. TEXHIYHUI BHUMIP CTOCYETHCS
BpazMBOCTI AepxkaBHUX [ T-cucteM, siki 371€01IbIIIOT0 NPOEKTYBAIUCS Y MUPHUHN Yac 0e3
ypaxyBaHHS MacIITaOHUX KPU30BUX CIIEHAPIiB, 1110 3yMOBIIIOE 3aJI€AKHICTh B/l 30BHIIIHIX

MOCTAYaJIbHUKIB 1 MIJBHINYE PU3UK KOMOIHOBaHMX  arak. OprasizamiiHo-
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aJAMIHICTpaTUBHI Oap’€pu MPOSIBISAIOTHCS y (PparMeHTanii BiAMOBITAIBHOCTI MK
pizHEMH Ccy0’ekTamu, HecTadi (HaxiBIIB y JEpKABHOMY CEKTOpI Ta HEOOXiIHOCTI
1HTEerpaIlii MPUBAaTHUX 1 BOJIOHTEPCHKUX CTPYKTYP Y CHCTEMY pearyBaHHS, 110 CTBOPIOE
PU3HKHU YIPABIIHCHKOI HEey3romkeHocTi. [IpaBoBe mosne mepedyBae y cTaHi MOCTiIHHOI
HAIpPYTH, OCKUIBKH JIep’KaBa 3MylleHa OalaHCYBaTH MK OOMEXYBaJIbHUMHU 3aXOJaMH
3a]J1 3aXMCTy HALlOHAIBHOI O€3MeKH Ta 3000B’A3aHHSAMH IMOJO JOTPUMaHHS IpPaB
JIOWHU 1 TPO30pUX Mpolenyp ockap:keHHs. Oco0IuBY rOCTPOTY MarOTh MPoOIeMU
JIOCTyny Ta UU(POBOi PIBHOCTI, ajke Mepeboi B €JNEeKTpPOo- U TeNeKOMYHIKaIHUX
Mepexax CTaBlsATh MiJ 3arpo3dy peanizauiro 0a30BUX IMpaB TpOMajsiH 4epe3
HEMOJXKJIUBICTh OTPUMAHHS €JIEKTPOHHUX MTOCITYT.

3ailicHeHO aHaii3 MyOJIYHOrO yIpaBJiHHS 1H(pOpMaIliiiHOIO Oe3MeKOoI HaJlaHHS
enexkTpoHHux nocayr B Himeuuuni, Ecronii, [anii, JIutei, Cinramypi, [liBgenniit Kopet,
Tatiani, CIILIA. 3a3HaueHo, 110 AOCBIJ MPOBIIHUX KpaiH CBITY y cdepi myOJaidHOTO
ynpaBiaiHHS 1HGOPMAIIHHOW Oe3MEeKOI eIEKTPOHHUX MOCIYT JEMOHCTPYE IIUPOKUM
CIIEKTP MIAXOIB, SIKI MOEHYIOTh TEXHOJIOT1YHI 1HHOBAIIli, IHCTUTYL1MHI MEXaHI3MHU Ta
HOPMAaTHUBHO-MIpaBoBe 3a0e3nedeHHs. HimeyunHa poOUTH aKIEHT Ha KOMILIEKCHOMY
3aKOHOJIJABYOMY PETyJIIOBaHHI, IHTETPYIOUM CTaHIAPTU KiOEep3aXUCTy N0 AEP’KABHOTO
VOPaBIIHHSA Ta TISIIBHOCTI MPUBATHUX MOCTa4alibHUKIB mocayr. OcobiiBe 3HAYEHHS
MPUIIISAETECS 000B’3KOBOCTI BUKOHAHHS BUMOT J0 KPUTHYHOI 1H(pacTpyKTypH, IO
3a0e3mneuye BUCOKUN PIBEHb CTIMKOCTI Ta mepeadadyBaHOCT! YNMPaBIIHCHKUX PIIIEHb.
Ecronis € mpuknagom ¢gopMyBaHHS IH(PPOBOI JAepiKaBH, Jie MOOYI0Ba HAIIOHAIBHOT
CUCTEMHU KiOEP3axXUCTy CIUPAETHCS HA MPUHIIUIIN B3a€EMOJIi JEp>KaBU U CyCHUIbCTBA,
1HTerpoBaHy IaTGopmMy OOMIHY TaHHUMH Ta PO3BUTOK CIEIiali30BaHUX KiOEPCTPYKTYP.
BaxxnuBo, 110 €CTOHChKAa MOJIEINb IEMOHCTPY€E €(DEKTUBHICTh CaMe 3aBIISIKU MPO30POCTI
1 J0BIp1 10 IepKaBHUX 1HCTUTYLIM.

JaHiss BUAUIAETHCS TMOE€JHAHHSAM JIELEHTPATI30BAHOTO YIPABIIHHSA 3 BUCOKUM
piBHEM KOOPIMHAIIIT Ta KOHTPOJTIO, IO JO3BOJISIE CTBOPUTH THYYKY CHCTEMY pearyBaHHS
Ha ki0ep3arpo3u. [Ipiopurerom € po3podKa 3arajqbHOIEPKABHUX CTPATETIH 1 IIJIaHIB 111,
AKl CHpsIMOBaHI Ha NIABUUIEHHS UU(POBOI TpaMOTHOCTI, (POpMyBaHHS KyJIbTypHU

KkiOepOe3neku Ta JOBIpHM TpoMaasH 10 UUdpoBuX moCHyr. JIuTBa, BpaxoByOUHU
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TCOMONITUYHI PU3UKH, BUOYyAyBalla MOJIENb, 30PIEHTOBAHY Ha 3aXUCT JIEPKABHUX
1H(MOpMAIIHHUX pecypciB 1 MABUIICHHS CTIMKOCTI €EKTPOHHUX MOCIYT 10 30BHIMIHIX
kibepatak. OCHOBHA yBara 30CepeKy€eThbCsl Ha MIXKBITOMYii KOOpAWHAITIT, TApTHEPCTBI
3 HATO Tta €C, a Takox Ha pO3BUTKY BJIACHUX IICHTPIB pearyBaHHs Ha 1HIIUCHTH.

Cidramyp JeMOHCTpy€ CTpaTeTiuHMid Tiaxin, ne iHdopmariiiiHa Oe3meka €
HEBiJl'€EMHUM KOMIIOHEHTOM HalllOHAJIbHOT HU(POBOi €KOHOMIKU. TyT 3aCTOCOBY€THCA
NpuHIUN «Oe3MeKa 3a 3aMOBUYBAaHHSIM», 110 O3HAYa€ I1HTErpalil0 MeXaHI3MIB
KiOep3axucTy B yCl €Tanu HaJaHHS €JIEKTPOHHUX NOCIyr. BakiauBy poiib BIAITPArOTh
CHella]i30BaHl HallOHAJbHI AareHTCTBA, SIKI KOOPAMHYIOTh AISUIBHICTH y cdepi
Ki0epOe3neKu, a TAKOK CUCTEMHA IMIITPUMKA 1IHHOBAI[1M, IHBECTHUII] Y IUTYYHUN 1HTEIEKT
Ta aHAITUKY JaHUX Ui mepeadadeHHs 1 3amnoOiraHHs 3arpo3aM. IliBgenna Kopes
JEMOHCTPYE €(PEKTUBHICTh 3aBISKM TIUOOKIM iHTerpamii kibepOe3neku B Aep>KaBHY
uudpoBy  1HGPACTPYKTYpPY, AaKTUBHOMY BUKOPUCTAaHHIO  IYOJIYHO-IIPUBATHOIO
MapTHEPCTBa Ta MacoBid UQPPOBiIH OCBITI HaceleHHs. TyT MPIOPUTETOM € HE JIUIIE
TEXHIYHI MEXaHI3MHU 3aXUCTY, a i PO3BUTOK KYyJIbTypHu iH(PopMaIliitHoi O0e3MeKn Ha BCiX
PIBHSIX.

TaliBanb y CBOiM MpakTHUIll pOOUTH aKIIEHT Ha MOO1J113a1lli HalllOHAIBHUX PECypCiB
JUTSI 3aXUCTY BiJ KiOep3arpos, 10 MaloTh MEPEBAKHO re0noIiTUIYHUN XapakTep. Cuctema
VOpaBIIHHS TIPYHTYETbCS Ha TNPUHIMIAX IIBHJIKOTO pearyBaHHs, MOCTIHHOTO
MOHITOPUHTY Ta MIXKBIJIOMYO0i KOOpAWHAIlli. BaXkJIIMBUM € TaKOX aKIEHT Ha CITIBIpaIl 3
TPOMAJITHCHKUM CYCHIJIBCTBOM 1 3aimydeHHl [T-ChiapHOTH 70 TapaHTyBaHHS Oe3MeKd
enektponaux mocuyr. CIIA mnpenctaBnsioTh OAHY 3 HAWOUIBII KOMIUIEKCHUX 1
pO3Trally’)KEHUX MOJIeJei, SKa TOEAHYy€e OaraTopiBHEBE pEryJIOBaHHS, CTpaTETidyHe
IUTAHYBaHHS, BIPOBAKEHHS CyYaCHUX CTAHAApPTIB Ta aKTUBHY POJIb CIIEIiai30BaHUX
(dbenepanbHUX CTPYKTYp. 3HaAUHA yBara MPUAISETHCS CTBOPEHHIO €MHUX MIAXOIIB 0
YOPABIIHHS PU3UKAMH, PO3BUTKY 1HCTPYMEHTIB B3a€MO/I1i MIKIEPKaBHUX, IPUBATHHX 1
MDKHAPOJHUX MapTHEPIB.

EdextuBHe myOmiuHe ymnpaBiaiHHS 1HQOpMaliiiHOIO O€3MEeKOI eJIeKTPOHHUX
MOCIIYT TPYHTYEThCS Ha TAaKUX YHIBEPCAIbHUX MPUHUUIAX: CTpaTeriyHa IHTerparis

Ki0ep3axucTy B CUCTEMY JIEPKABHOTO YHPABIIHHS; NOCTIMHUI PO3BUTOK HOPMATHUBHO-
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IIPAaBOBOIO IIOJIS BIJAIMOBIIHO JO JUHAMIKH 3arpo3; BUCOKHHM PiBEHb MIKBIJIOMYOI Ta
MDKHApPOJIHOI KOOpPJMHAIII; TapTHEPCTBO JEp’KaBH, OI3HECY Ta TPOMAJISTHCHKOTO
CyCHUIbCTBA; 1HBECTHIII B I1HHOBaIi, ITU(GPOBY OCBITY Ta (POpMyBaHHS KYJIbTYpH
KibepOesnexu. BomHoyac ko)kHa KpaiHa aganTye I TPUHITUIHN 10 BIACHUX MOJITUIHHX,
E€KOHOMIYHHMX Ta OE3MEeKOBHX yMOB, IO 3a0e3Medy€e CTIUKICTh 1 JOBIpY TPOMAISH 0
1 (pPOBOI TEpIKABH.

BusHaueHo cydacHI MexaHI3MH 1yOJIYHOro YyHOpaBliHHS 1H(QOpPMALIHHOIO
0€3MeKOol0 eNeKTpoHHUX mnocayr B YkpaiHi. CdopmoBaHO KOHUENTyalbHI 3acaau
noOyn0BU (PYHKIIOHAJILHO-1€pAPXIYHOI MOJEIl MEXaHI3MIB MyOJIIYHOrO YIpaBJIiHHS
1H(}OpMaIIHOIO 0€3MEeKOI0 €JIEKTPOHHUX MOCIYT, 1110 BPaXOBYIOTh SIK CyYacCHI BUKIUKU
KibepcepenoBuIla, Tak 1 MOTPEOU CTPATETIYHOTO PO3BUTKY HU(PPOBOro BpsAyBaHHS.
3niiicHeHo Ki1acu(ikallilo OCHOBHUX MPOOJIEMHUX 30H Cy4acHOi cucTeMu ynpasiiHHs [b
B YKpaiHi, cepe/l IKUX: BIICYTHICTh IIJIICHOI KOOPJMHALIMHOT MOJIeN, PparMEeHTapHICTh
HOPMATHBHO-TIPABOBOT'O PETYJIIOBAHHS, HEJOCTATHSA TEXHIYHA TOTOBHICTh, OOMEXEHICTh
pecypcHOro 3a0e3rnedyeHHs] Ta HU3bKUH piBeHb ITU(POBOI TPAMOTHOCTI Ha BCIX PIBHSIX
MyOJIIYHOTO YIIPaBIIIHHS.

3anponoHOBAHO  3alpOBAXKCHHS 1HHOBAIIMHOTO YMPABIiHHA B CHCTEMY
iH(dopMaIliiHOIO OE3MeKO HAJaHHS EJNIEKTPOHHUX TMOCIyr B yMOBaxXx HHU(PPOBOI
Tpanchopmaiiii. 3a3HaueHO, 1110 3aMPOBAHKEHHS IHHOBAIITHOTO YMPAaBIiHHA B CHCTEMY
iH(dopMarliiiHoi Oe3NneKu eNeKTPOHHUX MOCIyr B ymoBax IHUGpoBoi TpaHchopMmalii
MOCTAE K CTPATETTYHUN TTPIOPUTET, 110 BUXOAUTH 32 PAMKH CyTO TEXHIYHOTO 3aXUCTY Ta
OXOTUTIOE TUTICHY YIPABIIHCHKY MapagurMy. AHami3 CydaCHUX MIXKHAPOJIHHUX MPAKTHUK
CBITYUTH, IO KIFOUOBUM BUKIUKOM € TIOE€JTHAHHS BUCOKOI IIBUIKOCTI BIPOBAKCHHS
1HHOBAI[IA Ta THYYKOCTI ITU(POBUX CEPBICIB 13 HEOOXIAHICTIO 3a0€3MEUYCHHS CTIMKOCTI,
HAJIAHOCTI U JIOBIpM TpoMajsgH Ta Ol3HeCy 10 JepkaBHUX mociyr. Ha BiamiHy BifJ
TPAaAULIAHUX MIAXOAIB, 1[0 OyAYIOThCS Ha PEaKTUBHMX MEXaHI3MaX, 1HHOBAIllliHE
YIOPABIIHHS OPIEHTYETHCS HAa MPUHLIMIN «O€3NeKU 3a Tu3aiiHOMY (security-by-design) Ta
«MPUBATHOCTI 3a AU3alHOM» (privacy-by-design), siki IHTETPYIOTb BUMOTM O€3MEKHU Y
KUTTEBUHA IHMKJI EJIEKTPOHHUX CEpPBICIB BiJl MOMEHTY iXHBOTO TpOEKTyBaHHS. lle

3a0e3mneuye He JIMIIE 3MEHILIEHHS PU3HKIB, 8 1 €peKTUBHIIIE BUKOPUCTAHHS PECYPCIB.
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OOrpyHTOBaHa MOJENh MEXaHI3MIB IMyOJIYHOTO YIPABIIHHS 1H(POPMAIIHHOIO
0€3MeKOI0 EJNEKTPOHHUX TMOCIyr B yMmoBax IudpoBoi TpaHchopmaiii. Momenb
MEXaHi3M1B MyOJIIYHOTO yIpaBIiHHS 1H()OPMAIIITHOIO O€3MEeKOI0 eNEKTPOHHUX TOCIYT B
ymoBax mH$pPoBOi TpaHcopmallii Mae MUTICHUNA, OaraTOpIBHEBUH 1 CTpaTEridyHO
OpIEHTOBAaHUU XapakTep, SKWid BigoOpaxkae SK HAI[lOHAJTbHI MOTpeOW YKpaiHu, Tak i
Kpalli MDKHapoAHI TmpakTuku y cdepi kibepszaxucty. IlepemyciM KIHOYOBUM
JOCSITHEHHSIM € IHTerpallisl IHCTUTYHIHHOIO MeXaH13My y BUrJsia1l HarionanbHo1 paau 3
NUTaHb 1HPOPMALIMHOI OE3MEeKU ENEKTPOHHUX MOCIYr, SKa BHUCTYNA€ LEHTPATbHUM
KOOPJIMHATOPOM Yy CHCTeM1 ymnpaBiiHHS. HopMaTHBHO-IpaBOBHI MEXaHI3M Yy MOJENl
IPYHTYETbCS HA TapMOHI3allll YKPaiHCBKOIO 3aKOHOJABCTBA 3 MIXKHAPOAHUMU
cranpapramu ISO/IEC 27001, ISO 27005, NIST Cybersecurity Framework Ta
npaktukamMu GDPR. BaxnuBuM € 3akpiryieHHs] MPUHUUIIB «Oe3neka 3a AU3aiHOMY 1
«TPUBATHICTH 3a AM3AHHOM», IO JO3BOJISIE BPAXOBYBAaTH aCTEKTH 3aXMIIEHOCTI e Ha
eTari CTBOPEHHS HOBHX €JEKTPOHHMX cepBiciB. diHaHCOBHI MeXxaHI3M ¢opmye
JIOBIOCTPOKOBY Ta OaraTOKaHaJIbHY MoJieNib (JIHAHCYBaHHS 3aXOiB K1OE€pP3aXUCTY, sKa
nepeadavae Aep)kaBHE OMOJKETYBaHHS, CTBOPECHHS HUIbOBUX (HOHIIB KiOEpCTIHKOCTI,
3aJly4eHHs] MIXXHAPOJHUX TPAHTIB Ta PO3BUTOK JEP>KABHO-TIPUBATHUX MAPTHEPCTB.
Kanposuit MexaHi3m Mozeni nependayae CTBOPEHHs MPOoQeciitHOTO KapoOBOTO PE3EPBY
nuisixoM (opMyBaHHS CTaHJApTIB KommeTeHiid miga  kimodoBux mnocan (CISO,
aJMIHICTPATOPIB PEECTPIB, AaHANITUKIB 1HIUACHTIB), 000B’SI3KOBUX MPOTPaM HaBYAHHS
JUIS BCIX ICP)KaBHUX CITY>KOOBIIIB Ta CIIEIiaJli30BaHO1 MiATOTOBKH JJIs (haxXiBIiB. Y IIbOMY
KOHTEKCT1 BaXJIMBUM € BIIPOBADKEHHS CHCTEMHU cepTudikamii Ta Oe3mepepBHOIO
I IBUIIICHHS KBajIi(pikarii, 1o BiANOBIAa€ MIXKHAPOTHUM ITIIX0/1aM, @ TAKOXK CTBOPEHHS
MEXaHI3MIB MOTHBaIil Ta yTpuMaHHA KanapiB. KoHTpoibHHI MexaHi3M mepembadae
CUCTEMHY OararopiBHEBY NEpPEBIPKY €(heKTUBHOCTI 3aX0/I1B 13 3aXUCTY 1HPOpMalli yepes
BHYTPIIIHI 1 30BHIIIHI ayIUTH, PETYISIPHUNA MOHITOPUHT, IHAUKATOPH €(DEKTUBHOCTI Ta
MexaHI3MH caHKLii. [HdopmaliiiHO-KOMYHIKaTUBHUM MeEXaHI3M OpIEHTOBAHMMA Ha
CTBOPEHHS JIOBIpPH [0 JEp)KaBHUX EJIEKTPOHHHUX CEpBICIB Ta (POpMYyBaHHS KYJbTYpH

KiOepOe3neku B CycnulbCTBl. BaxianBo, 10 MOJENb MICTUTh MEXaHI3M YIpPaBIiHHS
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pU3MKaMu, 3aCHOBaHUN Ha MixHapoaHux cranpaprax ISO 27005 1 NIST SP 800-30, a
takox nependayae BuzHaueHHs RTO 1 RPO st kpuTH4HUX CepBICiB.

3anpornoHoBaHO po3poOutu Ta mnpuiHATH KOHIENIito pO3BUTKY IyOIIYHOTO
ynpaBimiHHS 1HQOpMAIiHHOI 0e3MeKor0 eneKTpoHHuX mociayr Ha 2026-2036 poku, B
OCHOBI SIKOi Ma€e OyTH 3a3Ha4eHa BUIIE MOJIEIb.

KuarouoBi ciaoBa: myOmiyHe ynpaBiiHHS, MEXaHI3MH IMyOJIYHOrO yMpaBIiHHS,
iH(popmarlis, iHPopMaliiitHa Oe3neka, eIeKTPOHHI MOCIYTH, aAMIHICTPATUBHI MOCIYTH,
nyOJIlYHI TMOCIAYTdM, MNPUHUUOM HaJaHHSA aJMIHICTPAaTUBHMX MOCIYr, IyOJiyHe
yOpaBiiHHSA 1HQOpMaLIHHOO 0€3MeKO00, MyOa1YyHEe YNpPaBIiHHS HAJaHHSAM €JIEKTPOHHUX
NocJIyT, HM(poB1 TEXHOJOTII, MppoBi3aLis, LudpoBizalis myOJIYHUX MOCIYT, HU(poBa

TpaHcdopmallisi, eBporencbka iHTerpais

SUMMARY

Lazariv V.O. Mechanisms of public management of information security of
electronic services: world experience. — Qualifying scientific work on manuscript rights.

Dissertation for obtaining the scientific degree of Doctor of Philosophy in specialty
281 Public Management and Administration. — Vasyl Stefanyk Carpathian National
University, Ministry of Education and Science of Ukraine. — Ivano-Frankivsk, 2025.

The work carries out a comprehensive study of the theoretical foundations of the
world experience of public management mechanisms for information security of
electronic services, the identification of proposals for improving these mechanisms,
taking into account world experience.

The author analyzes the conceptual and categorical apparatus of the study of public
management mechanisms for information security of electronic services. "Mechanisms
of public management of information security of electronic services" is a set of
interrelated regulatory, organizational, institutional, technological and socio-
communicative tools, with the help of which public authorities form, implement and
control the policy of protecting electronic services from information threats, ensuring

confidentiality, integrity, accessibility and trust in digital services.
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The work systematizes the problems of public management of information security
of electronic services. Under martial law, the problems of public management of
information security in the provision of electronic services turned out to be complex and
multidimensional, combining technical, organizational-administrative, legal and social
factors. The technical dimension concerns the vulnerability of state IT systems, which
were mostly designed in peacetime without taking into account large-scale crisis
scenarios, which leads to dependence on external suppliers and increases the risk of
combined attacks. Organizational-administrative barriers are manifested in the
fragmentation of responsibility between different entities, the lack of specialists in the
public sector and the need to integrate private and volunteer structures into the response
system, which creates risks of managerial incoherence. The legal field is in a state of
constant tension, as the state is forced to balance between restrictive measures to protect
national security and obligations to respect human rights and transparent appeal
procedures. The problems of access and digital equality are particularly acute, as
disruptions in electricity and telecommunications networks jeopardize the realization of
citizens' basic rights due to the inability to receive electronic services.

The section analyzes public management of information security of electronic
services in Germany, Estonia, Denmark, Lithuania, Singapore, South Korea, Taiwan, and
the USA. It is noted that the experience of leading countries in the world in the field of
public management of information security of electronic services demonstrates a wide
range of approaches that combine technological innovations, institutional mechanisms,
and regulatory support. Germany emphasizes comprehensive legislative regulation,
integrating cybersecurity standards into public administration and the activities of private
service providers. Particular importance is placed on the mandatory fulfillment of
requirements for critical infrastructure, which ensures a high level of stability and
predictability of management decisions. Estonia is an example of the formation of a
digital state, where the construction of a national cybersecurity system is based on the
principles of state-society interaction, an integrated data exchange platform, and the
development of specialized cyber structures. It is important that the Estonian model

demonstrates effectiveness precisely due to transparency and trust in state institutions.
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Denmark stands out for its combination of decentralized management with a high
level of coordination and control, which allows for a flexible system of responding to
cyber threats. The priority is the development of nationwide strategies and action plans
aimed at increasing digital literacy, forming a culture of cybersecurity and ensuring
citizens' trust in digital services. Lithuania, taking into account geopolitical risks, has built
a model focused on protecting state information resources and increasing the resilience
of electronic services to external cyberattacks. The main focus is on interagency
coordination, partnership with NATO and the EU, as well as the development of its own
incident response centers.

Singapore demonstrates a strategic approach where information security is an
integral component of the national digital economy. The principle of "security by default"
is applied here, which means integrating cyber protection mechanisms into all stages of
the provision of electronic services. Specialized national agencies that coordinate
cybersecurity activities play an important role, as well as systemic support for innovation,
investments in artificial intelligence and data analytics to predict and prevent threats.
South Korea demonstrates effectiveness through deep integration of cybersecurity into
the state digital infrastructure, active use of public-private partnerships and mass digital
education of the population. Here, the priority is not only technical protection
mechanisms, but also the development of an information security culture at all levels.

Taiwan in its practice emphasizes the mobilization of national resources to protect
against cyber threats, which are predominantly geopolitical in nature. The management
system is based on the principles of rapid response, constant monitoring and interagency
coordination. An emphasis on cooperation with civil society and the involvement of the
IT community in ensuring the security of electronic services is also important. The USA
represents one of the most complex and extensive models, combining multi-level
regulation, strategic planning, implementation of modern standards and the active role of
specialized federal structures. Considerable attention is paid to the creation of unified
approaches to risk management, the development of tools for interaction between

intergovernmental, private and international partners.
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Effective public management of information security of electronic services is based
on the following universal principles: strategic integration of cyber protection into the
public administration system; constant development of the regulatory and legal field in
accordance with the dynamics of threats; high level of interagency and international
coordination; partnership of the state, business and civil society; investments in
innovation, digital education and formation of a culture of cybersecurity. At the same
time, each country adapts these principles to its own political, economic and security
conditions, which ensures the stability and trust of citizens in the digital state.

The author identifies modern mechanisms of public management of information
security of electronic services in Ukraine. Conceptual principles for building a functional -
hierarchical model of mechanisms of public management of information security of
electronic services, which take into account both modern challenges of the cyber
environment and the needs of strategic development of digital governance, have been
formed. The main problem areas of the modern information security management system
in Ukraine are classified, including: the lack of a holistic coordination model,
fragmentation of regulatory and legal regulation, insufficient technical readiness, limited
resource provision and a low level of digital literacy at all levels of public administration.

The paper proposes the introduction of innovative management into the
information security system of electronic services in the context of digital transformation.
It is noted that the introduction of innovative management into the information security
system of electronic services in the context of digital transformation appears as a strategic
priority that goes beyond purely technical protection and encompasses a holistic
management paradigm. An analysis of modern international practices shows that the key
challenge is to combine the high speed of innovation implementation and flexibility of
digital services with the need to ensure stability, reliability and trust of citizens and
businesses in public services. Unlike traditional approaches based on reactive
mechanisms, innovation management is guided by the principles of “security-by-design”
and “privacy-by-design,” which integrate security requirements into the life cycle of
electronic services from the moment they are designed. This not only reduces risks, but

also makes more efficient use of resources.
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The author substantiates the model of mechanisms for public management of
information security of electronic services in the context of digital transformation. The
model of mechanisms for public management of information security of electronic
services in the context of digital transformation has a holistic, multi-level and strategically
oriented nature, which reflects both the national needs of Ukraine and the best
international practices in the field of cyber protection. First of all, the key achievement is
the integration of an institutional mechanism in the form of the National Council for
Information Security of Electronic Services, which acts as a central coordinator in the
management system. The regulatory and legal mechanism in the model is based on the
harmonization of Ukrainian legislation with international standards ISO/IEC 27001, ISO
27005, NIST Cybersecurity Framework and GDPR practices. It is important to
consolidate the principles of “security by design” and “privacy by design”, which allows
taking into account security aspects even at the stage of creating new electronic services.
The financial mechanism forms a long-term and multi-channel model of financing cyber
protection measures, which involves state budgeting, the creation of cyber resilience trust
funds, attracting international grants and the development of public-private partnerships.
The personnel mechanism of the model involves the creation of a professional personnel
reserve by forming competency standards for key positions (CISO, registry
administrators, incident analysts), mandatory training programs for all civil servants and
specialized training for specialists. In this context, it is important to implement a
certification system and continuous professional development that meets international
approaches, as well as create mechanisms for motivating and retaining personnel. The
control mechanism involves a systematic multi-level verification of the effectiveness of
information protection measures through internal and external audits, regular monitoring,
performance indicators and sanction mechanisms. The information and communication
mechanism is focused on creating trust in state electronic services and forming a culture
of cybersecurity in society. It is important that the model contains a risk management
mechanism based on international standards ISO 27005 and NIST SP 800-30, and also

provides for the definition of RTO and RPO for critical services.
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The author proposes to develop and adopt the Concept of Development of Public
Management of Information Security of Electronic Services for 2026-2036, which is
intended to regulate the above model.

Keywords: public administration, mechanisms of public administration,
information, information security, electronic services (e-services), administrative
services, public services, principles of administrative service delivery, public
administration of information security, public administration of electronic service
delivery, digital technologies, digitalization, digitalization of public services, digital

transformation, European integration
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