AHOTANIA

Hoein B. B. KpuMiHanbHO-TIpaBOBa MOJITHKA Y cdepi 3a0e3MeUeHHs] OXOPOHH
BIpTyaJbHUX aKTUBIB. - KBasmidikaliiiina HaykoBa Ipaiis Ha IpaBax pyKOIIUCY.

JucepTarttist Ha 3100yTTs CTyneHsi gokTopa (dinocodii 3a crnerianbHicTio 081
«IIpaBo» (ramy3s 3Haub 08 «IIpaBo»). - Kapnarcbkuii HamioHaIbHHUI YHIBEPCUTET
iMeni Bacuns Credannka MiHicTepcTBa OCBITH 1 HAYKH Y Kpainu, IBaHO-DpaHKIBCHK,
2026.

Juceprallisi € KOMIUIEKCHUM MOHOTpa(piyHUM JTOCHTIKEHHSIM KPUMIHAJIBHO-
MpaBoBOi TOMTHKH Yy cdepi 3abe3leueHHs OXOpPOHU BIPTyaJIbHUX aKTHUBIB,
BUKOHAHUM 3 ypaxyBaHHSM IpaBa €Bpomneiicbkoro Coro3y (Hacammepes Pernamenty
(€C) 2023/1114 (MiCA)), wixHapoauux craaaptiB (I'pymu 3  po3poOku
¢dinaHCOBHX 3ax0/1B O0pOTHOU 3 BimMuBaHHAM rpoieit (DAT®), Panu 3 ¢pinancoBoi
cTabuUTbHOCTI, MIDKHApPOJHOTO BAMIOTHOIO (OHAY) Ta TMEPEXiHOTO CTaHy
HaIllOHAJIBHOTO PpEeryjtoBaHHsA, 3a skoro mnpodineHui 3akoH VYkpainu «llpo
BipTyanbHi1 akTuBm» No 2074-1X 3anuimaeThcsi yXBajleHUM, aje€ HE BBEJACHUM Y IO,
YHACJI1JIOK Y0TO YMHHA JierajabHa Je(iHilisa BIpTyaabHOTO aKTUBY de jure BUBOJAUTHCS
13 3akony VYkpainm Ne 361-1X. AKTyaibHICTH pPOOOTH 3YMOBJIEHA CTPIMKUM
MOLIMPEHHSM BIPTyaJIbHUX aKTHBIB, 1X TPAHCKOPJOHHOIO Ta TEXHOJOTIYHO CKJIQJTHOIO
OPUPOAOI0, Jiefaidi IMIMPUIMM BUKOPUCTAHHSM Y MEXaHI3MiI BYMHEHHS Ta
OPUXOBYBAHHS KPUMIHAJIBHMX MPABONOPYIIEHb, a TaKOXX HE3aBEPILEHICTIO
HalllOHAJIbHOI pedopMuU perylifoBaHHS ix 00Iiry, pedopmMaTopchbka TPAEKTOPIs SKOT
npoJisirae uepe3 npoekT 3akony Ne 10225-1 ta monens MiCA, mo notpedye HayKoOBO
OOIPYHTOBAHOTO BH3HAYEHHS MEX 1 3MICTy KPHUMIHAJIBHO-IIPABOBOi OXOPOHM M€l
chepu.

OO6’€eKTOM MOCTIPKEHHS € CyCHUIbHI BIJHOCHHH, IO CKIAAAIOThCs y cdepi
dbopMmyBaHHS Ta peami3allli KpUMIHAIBHO-TIPABOBOI TMOJITUKUA MO0 3a0€3MeUeHHS
OXOPOHHU BIPTYyaJIbHUX aKTHUBIB; MPEAMETOM — KPUMIHAJIBHO-IIPABOBa MOJITHKA Y
mii chepi, i1 MOHATTA, 3MICT, MPHUHIMIIM, 3aCO0M Ta MEXaHI3MHM peajizauii y
B3a€MO3B’SI3KYy 3 PEryJSTUBHUM, KPUMIHAJIbHUM IMPOIECYATbHUM 1 KPUMIHAJIBHO-

BUKOHABYMM 3aKOHOJIABCTBOM YKpaiHu Ta mpaBoMm €Bpormeiicbkoro Corozy. Mera



pobotu nosisirae y opMyBaHHI IIJIICHOT HAYKOBOI KOHIIETIIIT KPUMIHAJIBHO-TTPABOBOI
MOITUKH Y cepi 3a0e3nedeHHs OXOPOHHU BIPTYaJIbHUX aKTHBIB 1 B pO3pO0JIeHHI Ha 11
OCHOBI HayKOBO OOIPYHTOBAHMX IPOIO3ULINA 1010 BJOCKOHAJICHHS HAI[lOHAJIHLHOTO
3aKOHOJIaBCTBA Ta TMPAKTHUKUM MOro 3acTOCyBaHHS. MeTOAOJOTIYHY OCHOBY
JOCTIPKEHHSI CTAaHOBUTHb CHCTEMa 3arajlbHOHAYKOBUX 1 CIELiadbHO-IOPUANYHUX
METOJIB —  [JIaJeKTUYHOTO, ICTOPUKO-TIPABOBOTO,  IOPIBHSUIBHO-IPABOBOTO,
(bopMalIbHO-IOPUANYHOTO, CUCTEMHO-CTPYKTYPHOTO, CTATUCTUYHOTO ¥ METOAdY
MOJICJIIOBAaHHS, 3aCTOCOBAHUX Yy 1X TMIO€IHAHHI; OKpeMi JONOMDKHI omepamii 3
OMpallOBaHHA Ta CHUCTEMaTu3allii MacuBy JDKEpel BHKOHAHO 13 3allyuyeHHSIM
IHCTPYMEHTIB IITYYHOTO I1HTEJEKTY 3 TMOJaJbIIO aBTOPCHKOI BepHdiKaIli€ro
pe3yJIbTaTiB.

VY nepmoMy po3auii JAOCHIIKEHO TEOPETUKO-METOJIOJIOTIUHI Ta TOHATINHI
3acaJyl BUBUEHHS BIPTyaJIbHUX aKTUBIB SIK 00’ €KTa KPUMIHAJIBHO-TIPABOBOI OXOPOHH:
3’SICOBAHO T€HE3Y, €KOHOMIKO-TEXHOJOTIYHI MEepeAyMOBH Ta MDKAUCLMILTIHAPHUN
3MICT TIOHSTTSI «BIPTyajbHI aKTHUBW»; MPOCTEKEHO EBOMIIOIII0 HAI[lOHAIBHOIO
IIPABOBOTO CTAaTyCy — BiJ KBamiikaiii KpUNTOBATIOTH K «TPOLIOBOTO CypOrary»
10 il BU3HAHHS «IIM(PPOBUM BHUPAKEHHAM BapTOCT». CPOpMyIIbOBAHO BU3HAUECHHS
BIpTyaJIbHOTO aKTHUBY SIK MaifHa 0COOJMBOTO POy (sui generis), CyOCTpaToM SIKOTO €
cama iH(opMalisi, a He HOCIA MpaBa BUMOTW; BHOYAYyBaHO MOHSATIHHUM JaHIIOT
«udpoBi peul (1UdpoBl aKTHMBU) — BIPTyaIbHI aKTUBU — KPUITOAKTUBH —
KPUNTOBAJIOTa» 3 TMOCHIJOBHUM pO3MEXKYBaHHAM BIPTyaJbHUX aKTUBIB BiJ
CYMIKHUX KaTeropii — HeMarepiaibHUX Ojar Ta iHdopwmari, rpomiei 1 3aco0iB
MJaTexy, IIHHUX TanepiB 1 (IHAHCOBUX IHCTPYMEHTIB, pOOIT 1 TIOCHYT.
CucremaTn3oBaHo Kiacuikaiii BipTyaJbHUX aKTHUBIB 33 3aKOHOAABCTBOM YKpaiHU
Ta €Bporelicbkoro Cow3y i JOKTPUHOIO (30KpeMa TPUKOMITOHEHTHY Mojiesib MiCA:
TOKEHHU, 3a0e3leyeHl aKTUBaMHM, TOKEHHM €JIIEKTPOHHHUX TIpome Ta 1Hm
KPUITOAKTUBH) # OOIPYHTOBAHO CaMOCTIHHE KPUMIHAIbHO-IPABOBE 3HAYEHHS TaKOi
kyacudikaiii i1 BCTAHOBJICHHS MPeIMeTa MOCSITaHHs Ta MPaBUIbHOI KBasi(iKkariii.

Jpyruii  po3aiid  MPUCBIYEHO NHUTaHHAM (GOpMyBaHHS Ta  peanizaiii
KpUMIHAJBLHO-TIPABOBOI MOJIITUKK Y JAOCHiKyBaHiM cdepi. [IpoanamizoBaHo cTaH

HAyKOBOi po3poOJeHOoCTI mpoOieMu W  BU3HAYEHO METOJOJIOTIYHI  3acaau
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JOCIIIKEHHS; C(POPMYIIBOBAHO ABTOPCHKE MOHATTS KPUMIHAIBHO-IIPABOBOI MOJIITUKH
y cdepi 3a0e3MeueHHs] OXOPOHU BIPTYyaJIbHUX aKTHBIB K CAMOCTIHHOTO CErMEeHTa
NOJITUKU y cepl MpOTHJIli 3TOUYMHHOCTI Ta PO3KPUTO ii CTPYKTYpy uepe3 00’€KT,
cy0’exTiB (hOpMYBaHHS 1 peanizailii, CUCTeMy MPUHIMUIIB Ta 3acoOu. BuokpemieHo
OCHOBHI O3HAaKU 1Ii€i TOJITUKA — TOABIAHY pPOAOBY HAaJEXKHICTh, MOXIAHUN
(cyOcumiapHHil) XapakTep MO0 PErysITHBHOIO 3aKOHOAABCTBA 3 IEPEBAXKHO
OJIAHKETHOIO TPHUPOJ0I0 3a00pOH, MDKHAPOJHY Ta €BPOMNEHCHKY 3yMOBJICHICTD,
TEXHOJIOTIYHY CKJIQJHICTh 00’€kTa ¥ sauHaMiuHicTh. OKpeMo OOIPYHTOBAHO
CIIIBBIJIHOIIEHHSI ~KPUMIHAJBHO-IIPABOBOI  TOJITHUKA 3  aJAMIHICTPAaTUBHO- Ta
(1HaHCOBO-NIPABOBUM 3a0€3MEUYEHHSIM 00Iry BIpTyaJIbHMX aKTHBIB 1 JOBEAEHO, LIO
HaJIe)KHA KpUMIHAI3allid TocAraHb y Liid cdepl € MOXKIMBOIO JIMIIE 3a YMOBHU
MIOTIEPETHHOTO 200 OJHOYACHOTO BIIOPSAIKYBAaHHS PETYJSTUBHOI OCHOBH iX 00iry.
OxapakTepr30BaHO MIKHAPOAHI CTaHJApTH, MpaBo €Bpomneiicbkoro Cow3y Ta J0CBi
OKpeMHUX JIep’KaB K OPIEHTHPU HAIIOHAIBHOI TOJITUKH, OI[IHEHO YWHHUW CTaH
HAI[IOHAJTLHOTO PETyJIOBaHHS W OKPECIeHO HampsiMud #oro pedopMyBaHHS 3
ypaxyBaHHsM MiCA, a TakoX BU3HAYEHO MiClle KPUMIHAJIBbHO-IIPABOBUX 3acO0IB Y
MEXaHI3Ml OXOpOHM O0Iry BIpTyaJbHUX AaKTUBIB 1 PU3UK-OPIEHTOBAHI 3acaau
3amo0iraHHs BiJIMOBITHAM MPABOTIOPYIIICHHSIM.

Y TpeThbOMy pO3ALII BCTAHOBJIEHO MICIHE BIPTyaJIbHUX aKTHUBIB Yy CHCTEMI
CKJIaJly KPUMIHAJIBHOTO MPABOMOPYIICHHS, 31MCHEHO 3arajibHy XapaKTEpUCTHUKY M
3allpOIIOHOBAHO 0AraTOBMMIPHY THIIOJNOTII0 KPUMIHATBHUX MPAaBOMOPYIIEHb Y MLl
chepi — 3a poIuTIO aKTUBY Y CKJIaAl (IpeaMET; 3aci0 abo 3HAPSAIAS BUMHEHHS; 00’ €KT
MPOTUIIPABHOTO BIUIMBY; MPEAMET HE3aKOHHOIO 30arayeHHsi Ta 00’ €KT (hiHAHCOBOIO
MOHITOPHUHTY), 32 TEXHOJIOTITYHUM KpHUTEpieM (KiOepyMOXIIMBIIEHI Ta Kibep3asekHi
MOCSATaHHA) 1 32 Oe3Mmocepe/IHiM 00’ €KTOM OXOPOHM 3 MPUB’SI3KOI0 0 BIAMOBITHUX
cratreit KpuminanbHoro xkojaekcy VYkpainu. JloBeneHO NpakTHYHE 3HAYCHHS
pO3MEKyBaHHSI TpeaMeTa 1 3aco0y BYMHEHHS, MOMMJIKOBE OTOTOXKHEHHS SIKUX
CIIOTBOPIOE IOPUIUYHY OIIHKY AisTHHA. PO3KpUTO 0CO0IMBOCTI KBaTidhiKaIlli THITOBUX
MPaBOMOPYIIICHb, 110 BUYMHAIOTHCA IIOJO0 BIPTyaJdbHUX aKTHUBIB abo 3 1iX
BUKOPUCTAHHAM: Jierajizamii (BIAMHUBaHHS) MaiiHa, OJCPKAHOTO 3J0UYUHHUM

HnUIAXoM, (iHaHCYBaHHS TEepOpU3MY Ta OOXOJy CaHKIIM, HIaxpailcTBa W 1HIIUX



KPUMIHAJIbHUX MPaBONOPYIIEHb MPOTU BIACHOCTI, KOPYIUIHHUX MPABONOPYIICHb, a
TAaKOX TMPaBONOPYIIEHb Yy c¢depl BUKOPUCTAHHS EJIEKTPOHHO-OOUYUCITIOBAILHUX
MaIuH (KOMI IOTEPIB), CHCTEM Ta KOMIT FOTEPHUX MEPEK.

YerBepTil po3AlT  MPUCBAYEHO B3aEMO3B’SI3KY  KPUMIHAIBLHO-IPABOBOI
NOJITUKUA Y cdepi 3a0e3MeUeHHs OXOPOHM BIPTyaJdbHUX aKTHBIB 13 KPUMIHAJIBHO-
MPOIIECYaTbHO0 Ta KPUMIHAILHO-BUKOHABUOIO TOJITUKOIW. BUsiBIEHO 0coOMHMBOCTI
KPUMIHAJIBHOTO MPOLIECYaJbHOTO JOKa3yBaHHS, JOCYJIOBOTO PO3CIHiJIyBaHHS Ta
YKIQACHHS YTOoA Y BIANOBIMHUX TPOBA/DKEHHAX, 30KpeMa IIOJI0 CTaHAApPTy
BCTAHOBJICHHSI HAJIGKHOCTI aKTUBY MEBHIM 0c001. JlocmipkeHo MaTepiaabHO-TEXHIUHI
Ta MPaBOB1 MEXaHI3MHU apelITy, CreliaibHOi KOH(pICKallll Ta 3BEpHEHHS CTATHEHHS Ha
BIpTyaJibHI aKTUBHU, a TaKOX BUKOHAHHS CyIOBUX pIIIEHb MIOA0 IX KOH(picKarii y
KpPUMIHAJbHO-BUKOHABYOMY Ta BHKOHABYOMY MpOBaDKEHHI. OOIrpyHTOBAHO
MOJIOKEHHSI TPO HEPO3PUBHUN B3a€MO3B’SI30K MaTepiajbHOi, MpOIECyalbHOI Ta
KpUMiHAIbHO-BUKOHABYOI CKJIAJOBHUX: MaTepiajibHa 3a00poHa, He 3abe3ledyeHa
JI€BUMHM 1HCTPYMEHTaMU BUSIBIIEHHS, (ikcauii, [1oka3yBaHHS, KoHpickamii i
peaiizailii aKTUBY, 3aJMIIAETHCS JACKJIAPATHUBHOIO, a TEXHIYHI MPOTAJIMHM, IO
napajgi3yloTh 3BEPHCHHS CTATHEHHS Ha BIPTyalbHI AaKTUBHM Y BHKOHABUOMY
IPOBA/HKEHHI, TOTOXKHO Mapali3yloTh 1 KPUMIHAJIbHO-BUKOHABUY peati3aliio ixX
KoH(pickarii.

HaykoBa HOBH3HA OJIep:KaHUX PE3YJIbTATIB MOJSTAE B TOMY, L0 JUCEPTALlis €
OJIHUM 13 TMEPIINX Yy BITYM3HSHINA Hayll KOMIUIEKCHUX OCHIIKEHb KPUMiHAJIbHO-
MpaBoBOi TOMTHKH Yy cdepi 3abe3leueHHs OXOpPOHU BIPTyaJIbHUX aKTHUBIB,
3MIMCHEHUX 13 CHCTEMHHMM ypaxyBaHHsAM TipaBa €poneiicbkoro Coro3y Ta
NEPEeXiAHOTO CTaHy HAILlOHAJIBHOTO PEryJIOBaHHA. Ymepie chopMyIbOBAHO
aBTOPCHKY KOHIIEMIIII0 KPUMIHAJILHO-IIPABOBOI TMOJITUKM Yy 1 cdepl sK
CaMOCTIMHOTO CErMEHTa MOJITHKU y cdepl mpoTuli 370YMHHOCTI 3 MOMABIHHOIO
POJIOBOIO HAJIEKHICTIO; 3aIIPONIOHOBAHO BU3HAUEHHS BIPTYyaJIbHOTO aKTHUBY SIK MaiiHa
ocobimBoro poay (sui generis), OCHOBOIO SKOTO € iH(opmMarlisi; po3poOIeHo
0araTOBUMIpHY THUIOJOTII0O KpPUMIHAJIBHUX MPABOMOPYIIEHb Yy cdepi o00iry
BIpTyaJbHUX AaKTHBIB, OOIPYHTOBAHO Te3y IIPO HEPO3PUBHHUI B3aEMO3B’ 30K

MaTepiabHOi, MPOLECYaNbHOI Ta KPUMIHAJIbHO-BUKOHABUOI CKIIAJIOBUX OXOPOHHU.
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VY 10CKOHAJIEHO HAayKOBI MIIXO0AM JI0 Kjacudikalii BIpTyaJbHUX aKTUBIB IS TOTPEO
KpUMIHAJBHO-TIPaBOBOi  KBami(ikaiii, 0 poO3yMiHHA OJaHKETHOI MPUPOIU
BIJIOBITHUX 3a00POH Ta /10 pO3MEXYBAaHHS BIPTYyaJIbHOTO aKTHBY SIK MPEAMETa 1 5K
3ac00y BUMHEHHS KPUMIHAJILHOTO MPABOMOPYIIEeHHS. J{icTanu moaambIioro po3BUTKY
MOJIOKEHHST MIOJI0 ajanTallii MarepiaJbHOTO, MPOIECyaTbHOTO Ta KPUMIHAIBHO-
BUKOHABYOTO 3aKOHOJABCTBA [0 MPHUPOAU BIPTyaJbHUX AaKTUBIB, 30KpeMa MO0
TAyMadeHHs TOHSITTS «MalHO» y cTarti 59 KpumiHaabHOro KoJAeKCy YKpaiHu B
KOHTEKCTI iX KoH(icKalii, CTaHgapTy JOBEJIEHHS HAJEKHOCTI AaKTUBY depes
nyomuHy azapecy (BIAKPUTHUH KIHOY) 1 TMEPeXoay A0 KputTepito (HaKTHIHOTO
KOHTPOJTIO.

[IpakTuHe 3HAUEHHS OJEP)KAHUX PE3yJIbTATIB MOJSITae B MOXIUBOCTI iX
BUKOPHUCTAHHS Y 3aKOHOIPOEKTHIN poOOTI (IMia 4Yac JoompaloBaHHS NpodiabHOT
pedopmu 3a moaewto MiCA), y mpaBo3acTOCOBHIN AiSTIBHOCTI OpTaHiB JOCYOBOTO
pO3CIiyBaHHs, MPOKYpaTypu ¥ Cyay, a TakoXX y HaBYaJbHOMY IpoILeci MiA dYac
BUKIIQJaHHS KPUMIHAJIBHOTO TIpaBa, KPUMIHAJIBHOTO TIPOIECY Ta CIEMialbHUX
JUCIMILUIIH. 3a pe3yJibTaTaMH JOCIIHKEHHS c(hOopMyIbOBaHO HAYKOBO OOIPYHTOBaHI
IPOMO3UIlT MO0 ajanTalii MarepiaJlbHOTO, MPOIECYaTbHOTO0 Ta KPUMiHAJIBHO-
BUKOHABYOTO 3aKOHOJABCTBA /IO IMPHUPOAM BIPTyaJIbHHX AaKTHUBIB, @ TaKOX IIOJ0
3alpOBaKEHHS TEXHIYHO CITPOMOXKHOT IPOLEAYPH 11eHTU(IKAIliT, apeIlTy, OLIHKH U
peamizaiii  BIpTyaJbHHUX  aKTHUBIB  uepe3  aBTOPHM3OBAaHUX  IOCEPEIHUKIB,
CUHXpOHI30BaHOi 3 mpodinpHOI pedopmoro 3a momemwmo MiCA Ta crangapTamu
DOATOD.

Kaw4oBi ciaoBa: KpuMiHaJIbHO-IPABOBA IOJITHKA, BIpTyajdbHI AaKTHUBH,
KpUMiHAJIbHA BIAMNOBIJANBHICT, KpUMIHAMI3alis, KBadidikailis KpUMIHAJILHOTO
IIPABOIOPYIICHHS, MPEIMET KPUMIHAIBHOTO MPaBOMOPYIICHHS, 3HAPAIAS 1 3acobu
BUYMHEHHSI KPUMIHAJIBHOTO MPaBOMOPYLICHHSI, KpUMIHAIbHI MPABOMOPYLIECHHS MPOTH
BJIACHOCTI, KPHMIHAJIbHI MPABOMOPYIICHHA Yy c@epl TOCMOAapChbKOl AisNIBHOCTI,
KOMIT'FOTEPHI KpHUMIHaJIbHI MPABOMOPYIIEHHS, KOPYIILIMHI ITPaBONOPYIICHHS,
MOKapaHHs Ta WOro BUAM, CHeEllialbHa KOH(ICKallis, 3aKOHOIaBCTBO €BPOINENCHKOro

Coro3y, rapMoHi3allisi 3aKOHO/1aBCTBA.



SUMMARY

Nohin V. V. Criminal-Law Policy in the Sphere of Ensuring the Protection of
Virtual Assets. - Qualifying scientific work on the rights of a manuscript.

Dissertation for the Doctor of Philosophy degree in specialty 081 “Law”. -
Vasyl Stefanyk Carpathian National University of the Ministry of Education and
Science of Ukraine, Ivano-Frankivsk, 2026.

The dissertation is a comprehensive monographic study of criminal-law policy
in the sphere of ensuring the protection of virtual assets, carried out with regard to the
law of the European Union (primarily Regulation (EU) 2023/1114 (MiCA)),
international standards (the Financial Action Task Force (FATF), the Financial
Stability Board, the International Monetary Fund) and the transitional state of
national regulation, under which the specialized Law of Ukraine “On Virtual Assets”
No. 2074-IX remains adopted but has not entered into force, with the result that the
operative legal definition of a virtual asset is de jure derived from Law of Ukraine
No. 361-IX. The relevance of the study is determined by the rapid spread of virtual
assets, their cross-border and technologically complex nature, their increasing use in
the mechanism of committing and concealing criminal offences, and the
incompleteness of the national reform of their circulation — whose reform trajectory
runs through draft Law No. 10225-d and the MiCA model — which calls for a
scientifically grounded determination of the limits and content of criminal-law
protection in this sphere.

The object of the study is the social relations arising in the sphere of formation
and implementation of criminal-law policy regarding the protection of virtual assets;
the subject is criminal-law policy in this sphere — its concept, content, principles,
means and mechanisms of implementation in their interrelation with the regulatory,
criminal procedural and penal (criminal-executive) legislation of Ukraine and EU
law. The aim of the work is to form a coherent scientific conception of criminal-law
policy in the sphere of ensuring the protection of virtual assets and, on its basis, to
develop scientifically grounded proposals for improving national legislation and the
practice of its application. The methodological basis of the study comprises a system

of general scientific and special legal methods — dialectical, historical-legal,
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comparative-legal, formal-legal, systemic-structural, statistical and modelling —
applied in combination; certain auxiliary operations for processing and systematizing
the body of sources were performed using artificial-intelligence tools, with
subsequent verification of the results by the author.

The first chapter examines the theoretical-methodological and conceptual
foundations of studying virtual assets as an object of criminal-law protection: it
clarifies the genesis, the economic and technological preconditions and the
interdisciplinary content of the concept of “virtual assets”, and traces the evolution of
the national legal status — from qualifying cryptocurrency as a “monetary surrogate”
to recognizing it as a “digital expression of value”. A definition of a virtual asset as
property of a special kind (sui generis) is formulated, the substrate of which is
information itself rather than a carrier of a claim right; a conceptual chain “digital
things (digital assets) — virtual assets — crypto-assets — cryptocurrency” is built,
with a consistent delimitation of virtual assets from adjacent categories — intangible
goods and information, money and means of payment, securities and financial
instruments, works and services. The classifications of virtual assets under the
legislation of Ukraine and the European Union and under doctrine are systematized
(in particular, the three-component MiCA model: asset-referenced tokens, e-money
tokens and other crypto-assets), and the independent criminal-law significance of
such classification for establishing the object of an offence and its correct
qualification is substantiated.

The second chapter is devoted to the formation and implementation of
criminal-law policy in the sphere under study. The state of scholarly development of
the problem is analyzed and the methodological foundations of the research are
determined; the author’s concept of criminal-law policy in the sphere of ensuring the
protection of virtual assets is formulated as an independent segment of policy in the
sphere of combating crime, and its structure is disclosed through its object, the
subjects of its formation and implementation, the system of principles and the means
employed. The principal features of this policy are identified — its dual generic
affiliation, its derivative (subsidiary) character with respect to regulatory legislation

with the predominantly blanket nature of its prohibitions, its international and
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European conditioning, the technological complexity of its object and its dynamism.
The correlation of criminal-law policy with the administrative-law and financial-law
support of the circulation of virtual assets is separately substantiated, and it is shown
that the proper criminalization of offences in this sphere is possible only on condition
of prior or simultaneous ordering of the regulatory basis of their circulation.
International standards, EU law and the experience of individual states are
characterized as benchmarks for national policy; the current state of national
regulation is assessed and directions for its reform with regard to MiCA are outlined;
and the place of criminal-law means within the mechanism of protecting the
circulation of virtual assets and the risk-oriented foundations of preventing the
relevant offences are determined.

The third chapter establishes the place of virtual assets within the system of the
elements of a criminal offence, provides a general characterization and proposes a
multidimensional typology of criminal offences in this sphere — by the role of the
asset within the corpus delicti (object of the offence; means or instrument of its
commission; object of unlawful influence; object of illicit enrichment and of financial
monitoring), by a technological criterion (cyber-enabled and cyber-dependent
attacks) and by the immediate object of protection, tied to the relevant articles of the
Criminal Code of Ukraine. The practical significance of distinguishing the object of
an offence from the means of its commission — whose erroneous conflation distorts
the legal assessment of the act — is demonstrated. The peculiarities of qualifying
typical offences committed in respect of virtual assets or with their use are disclosed:
legalization (laundering) of property obtained through crime, financing of terrorism
and circumvention of sanctions, fraud and other criminal offences against property,
corruption-related offences, and offences in the sphere of the use of electronic
computers (computers), systems and computer networks.

The fourth chapter is devoted to the interconnection of criminal-law policy in
the sphere of ensuring the protection of virtual assets with criminal procedural and
penal (criminal-executive) policy. The peculiarities of criminal procedural proof, pre-
trial investigation and the conclusion of agreements in the relevant proceedings are

revealed, in particular as regards the standard for establishing the attribution of an
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asset to a particular person. The material-technical and legal mechanisms of seizure,
special confiscation and enforcement against virtual assets, as well as the execution
of court decisions on their confiscation in penal and enforcement proceedings, are
studied. The proposition concerning the indissoluble interconnection of the
substantive, procedural and penal components is substantiated: a substantive
prohibition that is not backed by effective instruments for detecting, recording,
proving, confiscating and realizing an asset remains declarative, while the technical
gaps that paralyze enforcement against virtual assets in enforcement proceedings
equally paralyze the penal realization of their confiscation.

The scientific novelty of the obtained results lies in the fact that the dissertation
is one of the first comprehensive studies in domestic scholarship of criminal-law
policy in the sphere of ensuring the protection of virtual assets, carried out with
systematic regard to EU law and the transitional state of national regulation. For the
first time, the author’s conception of criminal-law policy in this sphere is formulated
as an independent segment of policy in the sphere of combating crime with a dual
generic affiliation; a definition of a virtual asset as property of a special kind (sui
generis), the substrate of which is information, is proposed; a multidimensional
typology of criminal offences in the sphere of the circulation of virtual assets is
developed; and the thesis of the indissoluble interconnection of the substantive,
procedural and penal components of protection is substantiated. Scholarly approaches
have been improved with respect to the classification of virtual assets for the
purposes of criminal-law qualification, to understanding the blanket nature of the
relevant prohibitions, and to distinguishing a virtual asset as the object and as the
means of committing a criminal offence. Provisions have received further
development concerning the adaptation of substantive, procedural and penal
legislation to the nature of virtual assets — in particular, regarding the interpretation
of the concept of “property” in Article 59 of the Criminal Code of Ukraine in the
context of their confiscation, the standard of proving the attribution of an asset
through a public address (public key) and the transition to the criterion of actual

control.
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The practical significance of the obtained results lies in the possibility of their
use in legislative drafting (in the course of finalizing the specialized reform along the
MiCA model), in the law-enforcement activity of pre-trial investigation bodies, the
prosecution and the court, and in the educational process in teaching criminal law,
criminal procedure and special disciplines. On the basis of the study, scientifically
grounded proposals are formulated for adapting substantive, procedural and penal
legislation to the nature of virtual assets, as well as for introducing a technically
capable procedure for the identification, seizure, valuation and realization of virtual
assets through authorized intermediaries, synchronized with the specialized reform
along the MiCA model and the FATF standards.

Keywords: criminal-law policy, virtual assets, criminal liability,
criminalization, qualification of a criminal offence, object of a criminal offence,
instruments and means of committing a criminal offence, criminal offences against
property, criminal offences in the sphere of economic activity, computer criminal
offences, corruption-related offences, punishment and its types, special confiscation,

legislation of the European Union, harmonization of legislation.
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