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Casniox M. 1. 3arpo3u iHpopMaliiiiHii 6e3merl B COmMaIbHIX Mepexax i gac
Bitnu 3a Hesanexnicte Ykpainu. — KpamidikalriiiHa HaykoBa Mpallsi Ha TMpaBax
PYKOTIUCY.

Hucepranis Ha 3100yTTS cTymeHs gokropa ¢dutocodii B ramy3i 3HaHb 05
ComianpHi Ta TOBEIIHKOBI HayKH 3a criemianbHicTio 052 TomTomnoris. — Kapnarcekuii
HaIllOHaNbHUH yHiIBepcuteT iMeHl Bacuna Credanuka, MiHICTEpCTBO OCBITH 1 HAyKU
VYkpainu, M. [Bano-®pankiBebk, 2026.

VY nucepraiiii 311MCHEHO KOMIUIEKCHE TOJITOJOTIYHE JOCTIIHKEHHS Cy4acHUX
3arpo3 iHdopmaliiHiii Oe3meri YkpaiHW B CEpPEAOBUIIl COLIAIBHUX MEPEX Yy
koHTeKCTI Biinu 3a Hezanexuicte Ykpainu. CoriaabHi MEpEXi PO3MISIAI0THCS SIK
CEepPEelOBUIIE  CTPATEriyHOr0  BIUIMBY, Y  SKOMYy IHQOpMauliiiHI  HOTOKHU
BUKOPHUCTOBYIOThCS JIJIs1 POpMYBaHHS TPOMAJICHKOT JyMKH, MOO1TI3a11li/ 1eMo0imi3artii
ayoquTOpid, BIUIMBY Ha TOJITUYHI MPOLIECH Ta MIAPUBY CTIMKOCTI JIepKaBH.
AKTyalbHICTh JOCHIPKEHHS 3YMOBJIEHA E€KCIIOHEHUIWHUM 3pOCTAaHHSM BHKIJIMKIB
iHdopmarriitHiii  Oe3meri B ymoBax IudpoBizallii CYCHUIbHUX KOMYHIKalii Ta
TpaHcopmarlii  iHGOpMAIIHHOTO TPOCTOPY HA OAMH 13 KJIIOYOBUX BHUMIPIB
HarioHanbHOi Oe3neku. Y XXI cTomiTTi iHGOpMAaIlis BUCTYIa€ HE JIUMIIE PECypcoM
YIOPAaBIIHHS W PO3BUTKY, @ U IHCTPYMEHTOM BILUIWBY, 3[JaTHUM BU3HAYaTH CYCILUIbHI
HACTpOi, MOBEIIHKOBI MOJIEN, JIETITUMHICTh MOJITUYHUX IHCTUTYTIB 1 CTIMKICTB
JIep’KaBy JI0 30BHINIHBOTO TUCKY. Binrak iHdopMarliiina Oe3reka HabyBae XapakTepy
CHUCTEMOYTBOPIOIOYOTO YMHHUKA JIEP>KaBHOCTI, OCKIIBKK O€3M0ocepeIHbO MOB'sI3aHa 13
3aXMCTOM CYBEPEHITETY, JEMOKPAaTUYHUX NPOLEAYp, LIHHICHUX OPIEHTUPIB 1
CIPOMOXKHOCTI JIep’KaBU 3MA1MCHIOBATH €(EeKTHBHY IMOJITUKY B YMOBAaX KpHU30BHX
BUKJIUKIB.

Meta pocmipkeHHs TMOJdsITae 'y BCeOIYHOMY aHami3i 3arpo3 iHdopMalliiHii
Oe3mneni B colllalibHUX Mepexkax B ymoBax Biiinu 3a Hesanexuictb Ykpainu Ta
OOIpYHTYBaHHI MEXaHI3MIB 3aXWUCTy ¥ NIABUINEHHS CTIMKOCTI 1H(OpMaIiitHOro
poCcTOpy YKpaiHW Ha OCHOBI YKPAaiHCBKOTO Ta MI>XHAPOMHOTO JOCBiAY. BiamosigHo

0 METH BHM3HAUEHO TaKl 3aBJIaHHA: PO3KPUTH CYTHICTb MOHSATTA 1H(OpMALiHOI
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Oe3MeKu SK MOJITOJOTIYHOT KaTeropii Ta BU3HAUUTU ii CTPYKTYpPHI KOMIIOHEHTH,
GbyHKIIT # 0COOIMBOCTI; y3arajJJbHUTH TEOPETHYHI MIIXOAW Ta METOIU JIOCIIIKEHHS
iHpopmMmariiftHoi Oe3neku W OOIPYHTYBaTH METOMOJOTIYHUM  1HCTPpYMEHTApii
JUcepTalli; MpoaHalti3yBaTH HOPMATUBHO-TIPABOBY 0a3y y cdepi 3abe3mnedeHHs
iHopMariiftHoi Oe3rekn YKpaiHu; TOCHITUTH COLIAIbHI MEpPeXi SK 1HCTPYMEHT
CTPATETiyHOTO BILIUBY; OXapaKTepU3yBaTH 1H(OPMAIIHO-TICUXOJIOTIYH] ormeparii B
COLIIaIbHUX MeEpekax; MpoaHalli3yBaTH Kibep3arpo3d Ta TEXHIYHI 1HCTPYMEHTH
BEJICHHs TIOpUAHOI BiMHU; 3MINCHUTH aHaN3 KIOYOBUX KEHCIB i1H(OpMaIiifHOTO
BIUTUBY Ha Ykpainy y 2014-2025 pp.; y3araabHUTH BITYM3HSHUHN 1 CBITOBHMA JTOCBIJ
npoTuIli 1H(GOPMAIIMHUM 3arpo3aM; pO3pPOOUTH MPAKTUYHI PEKOMEHMAAIl 00
YAOCKOHAJIGHHS MEXaHI3MIB 3aXMCTy Ta MIABUIICHHS CTIAKOCTI 1H(OpMaIliitHOro
IIPOCTOPY YKpaiHH.

OO6'exTOM JOCTIKEHHSI € O0COOIMBOCTI (QopMyBaHHS Ta (PYHKIIIOHYBaHHS
1H(popMariitHOi Oe3nexkn YKpaiHu B yMOBaxX 30BHIIIHIX 3arpo3 1 BIKBIB. [IpegmeTom
JOCIHIIPKEHHS € 3arpo3u iHpopMalliiiHii 0e3neri YKpaiHu B COIliabHUX MEPEKax B
yMoOBax TiOpuaHOI BiMHM, MEXaHI3MM Ta 3aKOHOMIPDHOCTI 1X BHUSBICHHS U
HeWTpani3allii, 3 ypaXyBaHHSIM BITYU3HSIHOTO Ta MI>KHAPOJHOTO JIOCBIY.

MeTo0710T14HY OCHOBY CTAaHOBUTDH MOEHAHHS CUCTEMHOTO Ta KOMIIAPaTUBHOTO
aHaJizy, TOKyMEHTaJIbHOTO aHaji3y HOPMaTUBHO-TIPABOBOi 0a3M, KOHTEHT- Ta 1BEHT-
anamizy, keiic-ctani, SWOT-ananizy i eneMeHTIB MPOTHO3YyBaHHs, 10 3a0e3leuye
KOMIUIGKCHE BHWBUCHHS 3arpo3, I1HCTPYMEHTIB BIUIMBY Ta TMPAKTUK MPOTHII].
AHaNITUYHUN  METOA  3aCTOCOBAaHO MiJ 4Yac ONpalloBaHHsS icTopiorpadii,
KOHIIENITYaJIbHUX TIIXO/IB 1 KIFOYOBUX KaTeropiii. MeToj CUCTEMHOTO aHaji3zy JaB
3MOTY po3IsiaTé iHQOpMalliiiHy Oe3neKky SK CKIaAHYy CHCTEMY B3a€MOIIOB'S3aHHUX
€JIEMEHTIB — HOPMAaTUBHO-NPABOBOI 0a3M, 1HCTUTYLIMHOI apXITEKTypH, MEXaHI3MiB
KOOpIMHAIl], KOMYHIKAallIHHUX TPAKTUK, TEXHOJOTIYHMX UYMWHHUKIB Ta 30BHIIIHIX
BIUTUBIB. [l OIIHIOBaHHS PETYIATOPHUX 3acal 1 MPAKTUK JIEP>KaBHOTO pearyBaHHS
3aCTOCOBaHO METOJ JOKYMEHTAJIBLHOTO aHali3y; IJis 31CTaBJICHHS MIIX0AIB YKpaiHu 3
MPaKTUKaMH JIepKaB-TIaPTHEPIB — KOMIAPATUBHUN METOM; JJI TIMOOKOTO BUBUEHHS

KOHKPETHHMX MPOSABIB 1H(QOpMALIHOTO BIUIMBY — METOMA KEWC-CTal; JJIsi BUSBICHHS
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CTPYKTYpH, 3MICTy ¥ TUHAMIKK 1HGOPMAIIMHIX MOBIIOMJICHb — KOHTCHT-aHaJ13; JJIs
OIIHIOBAaHHS BHYTPIIIHIX 1 30BHINIHIX YWHHHUKIB, 10 BH3HAYaIOTh CIPOMOXKHICTH
nepkaBu 3a0esmneuyBatd  iHGopmaliiiny Oesnexky, — SWOT-anam3. Meron
MOJICTIOBaHHSI BUKOPUCTAHO JIJIsl TOOY/IOBU y3arajJbHEHUX MOZENed 1HCTUTYILIHHOTO
MEXaHI3My, a METOJ MPOTHO3YBaHHS — JUIsi BU3HAUCHHS MOTEHIIHHUX ClLIEHapiiB
PO3BUTKY 1H(OpMaIiiHO-0e31MeKoBoi cuTyallii B YKpaiHi.

Y mepmomy po3ain 3akiIafeHO TEOpeTWYHUW (yHIAMEHT MOCTIIKCHHS Ta
chOpMOBAaHO KaTErOpIMHO-TIOHATIMHUNA Kapkac aHamizy. PO3KpUTO CyTHICTH
iHpopMmariiitHoi 6e3meku, il CTPyKTYpHI KOMIIOHEHTH, (YHKIII Ta OCOOJUBOCTI K
CKJIaJHUKa HAI[lOHAJIIbHOI Oe3neKku; IoKa3aHo, Io iHdopMmalliiiHa Oe3neka y
MOJIITOJIOTIYHOMY BUMIpPI BUXOAWTH 3a MEXI TEXHIYHOTO 3aXUCTy U BKIJIIOYAE
NOJIITUYHI, COLIaJIbHI Ta MpaBOBl NapaMeTpu YHOPaBIIHHA 1HQOpMaALiHHUMU
NOoTOKaMH. BcTaHOBIEHO, M0 TOHATTS «iH(MOpMalliiiHa Oe3neka» YBIMIUIO 0
HayKoBOro o0iry HampukiHii 1980-X pokiB i1 3 CyTO TEXHIYHOI KaTeropii mOCTYIOBO
TpaHC(POPMYBAJIOCS B KOMIUIEKCHUN HAyKOBMH KOHCTPYKT, IO OXOILIIOE MPOOIeMHU
3aXUCTy 1HQOpPMAIIHHUX pPecypciB, CTaOUIBHOCTI 1H(QOPMAIIHHOTO MPOCTOPY,
npotuaii  iHGopMaIliiHUM 3arpo3aM 1 3a0€3MEeUeHHs] HaIl[lOHAJIBHUX 1HTEPECIB
nepxkaBu. OOTPYHTOBAHO, IO B Cy4aCHOMY pO3yMiHHI iH(opmaliiiiHa Oe3neka — 1ie
CTaH 3axXMILEHOCTI OCHOBHHMX IHTEpPECiB OCOOHM, CyCHIIbCTBA Ta JEpKaBU B
iHbopMaiiiiHi  cdepl, 1O OxomIoe 1HGOpPMAIIiHY Ta TENEKOMYHIKalUIiHY
1H(DpacTpyKTypy, a Takox camy iHQopmMaIo 3 1 XapaKTepUCTHUKaMHU: MOBHOTOIO,
00'€KTUBHICTIO, JOCTYIHICTIO Ta KOH(1AEHIIHHICTIO. [TpoanasnizoBaHo
OaraTopiBHEBUI XapakTep Cy4yaCHHUX 3arpo3, SKl OXOIUTIOIOTh: TEXHOJIOTIYHUN BUMIP
(xibeparaky, KOMIIPOMETAIIisl aKayHTIB, BUTOKH JAHHX); KOTHITUBHO-TICUXOJIOTTUHUN
BUMIp (MaHIMynALil, Ae3iHpopMallis, HaB'si3yBaHHS JIE€CTPYKTUBHMX HApaTHUBIB);
IHCTUTYIIMHO-TIOMITUYHUN BUMIp (TIIIPHUB JAOBIPH 10 NE€PKABHUX THCTUTYIIIN, BILIUB
Ha €JIEKTOpalibHI MpOIECH); coliaJbHUi BuMip (mossipu3auisi, (parmeHTaris
CYCIUIBCTBA); MDXKHAPOAHUI BUMIp (BIUIMB HAa MIKHApOAHY MIATPUMKY YKpaiHH).
3MiiCHEHO aHalli3 HOPMAaTUBHO-TIPaBOBOI 0a3u 3abe3rnedeHHs iHQopmaliiiiHol Ta

Ki0epOe3neku YKpaiHu, po3nISHYTO i1 poib SIK IHCTPYMEHTY JI€P>KaBHOTO YIIPABIIHHS
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M TOJITUYHOTO PEryIroBaHHS 1H(QOPMALIWHUX MPOLECIB Ta OKPECICHO 3HAUYCHHS
3aKOHOJIaBYMX 1 CTpATET1UHUX JIOKYMEHTIB JJisi MPEBEHTUBHOTO BUSBIICHHS 3arpo3 1
KOOpJIMHAIIIT /TiH Cy0'€KTIB OE3IMEKHU.

Hpyruii  po3aia  MOpPUCBAYEHO PO3KPHUTTIO JIOTIKM TriOpugHOi BIiHM B
iHQopMaliifHOMy BHUMIpl Ta JEMOHCTpaAIlli TOro, SK COLIaJIbHI MEpEeXi CTaloTh
miatrGopmMHUM cepenoBuIeM peatizaiii BIumBiB. ColiaibHI MEpeki PO3TIISIHYTO SIK
IHCTPYMEHT CTpAaTEeTriyHOTO BIUIMBY: OOTPYHTOBAHO IXHIO pPOJb Yy (OpMyBaHHI
CYCHIBHOT JYMKH, IMOJITHYHUX MPOIECIB 1 OE3MEeKOBUX PHU3MKIB; MOKAa3aHO, IO
MepekHa apXiTeKTypa Imiar@opM, MBHIKICTb MOIIMPEHHS KOHTEHTY, aJlfTOPUTMiuHA
MEepcoHa3allisl Ta HU3BKUM TOPIT BXOAY JUIsl MPOAYKYyBaHHS 1HGOpMaLIMHUX
IOBIIOMJIEHb CTBOPIOIOTh CIPUSTIMBI yMOBU I peaji3alili JeCTPYKTHUBHHUX
BIuBIB. [IpoanamizoBaHo iHpopmarniiiHo-nicuxonoriydl onepauii  (IIIcO) B
COILIIAIbHUX MEpexkax SK KIIOYOBHM MeXaHi3M 1H(opMarIliitHoi BIHU: OKPECIEHO iXH1
Ol — TMIIPUB JIETITUMHOCTI BIaAM, 3HM)KEHHS CYCHUIBHOI 3TYypPTOBaHOCTI,
JeMopalizailisi HaceleHHs, (opMyBaHHS BUT1THUX arpecopy MOBEAIHKOBUX MOJIEEH,
— a Takok crnenudiky iXHbOI Pe3yJbTaTUBHOCTI 3aBIASKU HIBUAKOMY JOCTYHY IO
BEJIMKUX AayauTOpid 1 MexaHi3mMaMm MikporapreTuHry. Bussneno, mo IIlcO
CIPsIMOBaHI OJHOYACHO Ha BHYTPIIIHIO ayauTOpir0 (Aemoparizailisi, MoJspu3allis,
MipUB JOBIpM JO BIaaW) Ta 30BHIIIHIO (AUCKpenuTalis VYKpaiHM B odYax
MDKHApOJHOI CHUIBbHOTH). PoO3KkpuTO Ki0Oep3arpo3n Ta TEXHIYHI 1HCTPYMEHTHU
riOpuaHOi BIWHM: BiJl 3/71aMiB aKayHTIB 1 (DIIIMHIOBUX aTak JI0 aBTOMAaTH30BAaHHUX
Mepex (OOTIB, «COKIAINETIB») 1 TEXHOJOTIH MaHIMyIsAUli KOHTEHTOM (Aindenku,
TCeHEPATUBHUN IITYYHUH 1HTENEKT). BecTaHoBieHo, 1m0 Kidep3arpo3u (yHKIIOHYIOTh
y B3aeMOIONIOBHIOBaNBHIM €nHOCTI 3 [[1cO, hopmyroun cunepreTHaHuit e(eKT.

Y TperboMy poO3aUII 3AIACHEHO aHaji3 KIYOBUX KEHCIB 1H(OpMAIiitHOTO
BIUIMBY Ha VYkpainy y 2014-2025 pp., mo A03BOJIsIE TPOCTEKUTH EBOJIOLIIO
IHCTPYMEHTIB 1 HapaTWBIB BIUIMBY Ta IOKa3aTW iXHIA 3B'A30K 13 TOJITUKO-
ICTOpUYHUMU TIEPEIyMOBaMHM M 3arajibHOI PEBI3IOHICTCHKOIO JIOTIKOK POCIHCHKOI
NOJITUKK. BUSABIEHO, IO BIPOJOBXK 3a3HAYEHOTO MeEpioAy BiaOyaacss CUCTEMHA

TpaHcdopmailiss MeToliB 1 MacimitaliB iH(popMaliitHoi arpecii: BiJ BIJHOCHO
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JokanizoBanux omepaiiii y 2014-2015 pp. 1o ToranpHOro iHGOpMaIifHOTO HACTYITY
B yMoBax mnoBHoMaciTabHoro BToprHeHHs 2022-2025 pp. BcranoBieHo cCTiliki
HapaTUBHI KOHCTPYKTH, IO CHCTEMHO BIATBOPIOIOTBCA Yy PI3HHUX Keilcax 1 €
CKJIaJIHUKaMU €JUHOI CTparerii MiApUBY AEPKABHOCTI Ta JIETITUMHOCTI YKpaiHU.
[IpoananizoBaHO I1HCTUTYIIHHI MEXaHI3MHU MPOTHAll: MsUIbHICTE LleHTpy mporumii
nesindopmartii, IleHTpy cTpareriyuaux KoMyHikamiii Ta iH(opmariiiiHoi Oe3meKH,
Jlep>kaBHOT CiIy>kOM CIeriadbHOTO 3B'SI3Ky Ta 3aXUcTy iHQopmarii, OnepaTHBHOTO
IIEHTPY pearyBaHHsS Ha KIOCPIHIIMACHTH Ta 1HIIMX CYyO0'ekTiB. Po3mIstHYyTO M0CBiA
nepxaB-maptaepiB (Ecronis, @innsguais, Jlarsig, Jluta, [lonsma, [sermis, CILA,
BenukoOpuraniss Ta 1H.) y 10oOylIOBI CHCTEM TpPOTUAIl Ae3iHdopMalili Ta
kibep3arpo3am. OOIpyHTOBAaHO HEOOXIJIHICTh KOMILJIEKCHOTO MIIXOMY, IO BKJIIOYAE
HOPMAaTUBHO-TIPABOBI, IHCTUTYL1/{H1, KOMYHIKAI[1i{HI T2 OCBITHI IHCTPYMEHTH, & TaKOX
MIJBUIICHHS CTIMKOCTI CYCIIUJIbCTBA JO Je3iH(OopMaIlifHUX KaMIlaHik, pO3IIMpEHHS
MI>KHApPOJHOI KOOTMepallii Ta pO3BUTOK CIIPOMOKHOCTEN pearyBaHHS.

HaykoBa HOBU3HA OTpUMaHUX pPE3yJbTaTiB 3yMOBJEHA  KOMIUIEKCHUM
MOJIITOJIOTIYHUM OCMHCIICEHHAM CyYacHMX 3arpo3 iHdopmaiiiiHiii Oe3neri B
COIllaJIbHUX Mepekax B yMoBax TriOpuaHOT BIMHM Ta NONIMOJIECHUM aHaJi30M
IHCTUTYIIMHUX MEXaHI3MIB MPOTHAII TaKUM 3arposzam. Y gucepTallii coIliajibHi
MepeXi KOHUEMNTYaJi30BaHO HE JIMIIE SK KaHaJl KOMYHIKallli, a K CEepedOBHILE
CTpaTeriyHoro BIUIMBY, Je mnoeanytTtbes [IIcO, MaHINyISTUBHI TEXHOJOTI,
QITOPUTMIYHE TMIJICUJICHHS KOHTEHTY, KiOeparaku Ta TMPaKTUKH KOOPJAMHOBAHOI
HEABTCHTUYHOI TMOBEMIHKU. Vnepuie: KOMIUIEKCHO JOCIIPKEHO CY4YacHi 3arpo3u
iHdopmarriitHiii Oe3neri YkpaiHu y coIliadbHUX MepekaxX SK CKIAQAHUK T10pHIHOI
BIfHH; PO3POOJICHO MEXaHI3M IHCTHUTYIIHHOI B3aeMoii y cdepl mpoTumii 3arposam,
0 BpaxoBye OaraTOpiBHEBICTh CYO'€KTIB (I€p>KaBHI OpPraHH, CEKTOp Oe3neKku W
000pOHHU, MeJia, TPOMAISIHChKE CYCIUIBCTBO, MIKHAPOJHI MapTHEPH, MIATPOPMU);
3IIMCHEHO THUIOJIOTI3aIlil0 3arpo3 Y COIllaJIbHUX MEPEKaxX Ta BU3HAYEHO 1HIUKATOPU
iX BUSBJICHHS; MpOAHaNII30BaHO KIIOYOBI Kelicu 1H(popmaiiiiHoro BruiuBy (2014—
2025 pp.); 3actocoBano SWOT-anani3 1 mporHo3yBanHs a0 cdepu iHDOpMAaIITHOT

O€3IeKN y COIlaIbHUX Mepexax. YoocKkoHaneHno: TeOPETUKO-METOI0NIOTIUHI 3acaiu
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aHamizy iHpopMaIliifHOi O€3lMeKu B yMOBaX JWDKHATANI3AIi; KaTeropiiHo-
MOHATIMHUN amapar dYepe3 YTOYHEHHsI CIHIBBIIHOIICHHS TMOHATH «iH(MOpMalliifHa
oe3neka» — «iHpopMmartiitHa arpecisp» — «lIIcO» — «ae3indopmaris» — «cTpaTeriuti
KOMYHIKAIii» — «CTIMKICTh 1H(OpPMAIIHHOTO MPOCTOpY»; MAXiJ OO0 aHami3y
IHCTUTYIIIMHUX YHWHHHUKIB IIUISIXOM BHOKpPEeMJICHHS (YHKIIHHOT TapamMeTpu3artii
3aBaaHb (MOHITOPUHI, NPEBEHLIIA, pearyBaHHsS, KPHU30BI KOMYHIKaIllii, MiXKBiJoMua
KoopauHaiis). Habymu nodanvuioco po3éumky TOJOKEHHS IMPO POJb COLIAIbHUX
MepeX y TiOpUJIHIM BiifHI; IPO 3HAYEHHS 1HCTUTYLIMHOT CIIPOMOXKHOCTI JIEpXKaBHU y
MPOTHU/IIT 3arpo3aM; MPO ONTUMAJIBHI MOJEI MTOETHAHHS PEAKTUBHUX 1 MPOAKTUBHHUX
MIIXOAIB JI0 TMOJITHKH 1H(GOpMAItHOT Oe3MleKkn; Mpo MeXaHI3MH MIDKHApOTHOL
B3aeMoii y npotuii nesingopmariii ta II1cO.

TeopernyHe 3HauEHHS AOCTIHKEHHS BU3HAYAETHCS THUM, IO HOTO pE3yabTaTH
PO3LIUPIOIOTH TOMITOJOTIYHE PO3YMIHHSA 1HGOpPMALIMHOI Oe3MeKu sIK CKJIaJHUKA
HalllOHAJIbHOI O€3MeKH B yMOBax TiOpuIHOI BIMHM Ta UU(POBI3ALii MOTITHYHHUX
komyHikariii. ChopMynbOBaH1 MOJIOKEHHS, BUCHOBKH M y3arajibHEHHS MOXYTh OyTH
BUKOPHUCTaHI y TONANBIIUX TYMaHITApHUX CTYAIsIX — HacaMmIepen y Mexax
MOJIITUYHOI HAayKH, a TAKOX COIIOJIOTIi, KyJIbTYPOJIOrii, MPUKIAIHOI JIHIBICTUKH Ta
COIIOJIIHTBICTUKHA. TEOPETUYHUIT BHECOK POOOTH TOJATAE TAKOXK Y PO3KPUTTI PO
IHCTUTYUIMHUX YWHHUKIB y (OPMYBaHHI CTIMKOCTI 1H(OPMALIITHOTO MPOCTOpY,
BUSIBIICHHI 3aKOHOMIpHOCTeH po3roptranHs IIIcO Ta yTO4YHEHHI MOHSTIIHO-
KaTeropiajbHOTO anapary J0CIiHKeHHS 3arpo3 iHpopMalliiiHii 6e3mnerri B CoaIbHIX
MepeKax.

[IpakTiyHe 3HAUCHHS pE3YJbTATIB TONSATAE Y MOMKJIMBOCTI BUKOPUCTAHHS
BHUCHOBKIB 1 PEKOMEHJAI y MISJIBHOCTI OpraHiB MyONIYHOI BIaJAW Ta CEKTOPY
Oe3nek W OOOpPOHM, Yy BIOCKOHAJEHHI Jep:kaBHOI 1H(OpMaIliitHO-0e3neKoBOi
MOMITUKHA IIOJI0 COIIAJIBHUX MEPEeX, IMOCHJICHHI MIKBIIOMYOi KOOpJAWHAINI Ta
PO3BUTKY TEXHOJOTIYHUX I1HCTPYMEHTIB MOHITOPUHTY W pearyBaHHs. Marepianu
qucepTaiii MoXKyTh OyTH BUKOpPUCTaHI Mpu (GOpMyBaHHI W OHOBJIEHHI HaBYAJIbHHUX
KypciB 3a HampsiMamu TmiarotoBku «l[lomitomorisi»y, «HamionansHa Oesmekay,

«Mixunaponui  BigHOcuHM», «IHopMmamiiiHa Oe3meka» Ta  CHOPIAHEHUMHU
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CHELIAJIbHOCTIMHU. Y IIUPIIIA TMEpPCHeKTHBl pe3ylbTaTH pPOOOTH CHpPSIMOBaHI Ha
MIATPUMKY (GOpMYBaHHS CHPHUATIMBUX YMOB JUII PO3BHUTKY 1H(MOpPMAaIIMHOTO
CyCHiIbCTBa B YKpaiHi Ta 3MIIHCHHS HaIllOHAJbHOI Oe3MeKr B YMOBaX TPHBAJIOi
arpecii.

KuarwuoBi cioBa: iHdopmarliiiiHa Oe3mneka, colliajibHi Mepexi, riopuaHa BiliHa,
iHpopmariiitna arpecis, aesindopmarisa, I[IcO, kibep3arpo3u, cTpaTeriyi
KOMYHIKAIii, 1HCTUTYI[IHHI MEXaHI3MH, CTIHKICTh 1H(QOPMAIIHHOTO MPOCTOPY,

HaIllOHaJIbHa Oe3meKa.

SUMMARY
Savliuk M. I. Threats to Information Security in Social Media during Ukraine's
War of Independence. — Qualification scientific work in the rights of a manuscript.
Dissertation submitted for the degree of Doctor of Philosophy in the field of
knowledge 05 Social and Behavioral Sciences on specialty 052 Political Science. —
Vasyl Stefanyk Carpathian National University, Ministry of Education and Science of
Ukraine, Ivano-Frankivsk, 2026.

The dissertation presents a comprehensive political-science study of
contemporary threats to Ukraine's information security in the social media
environment in the context of the War of Independence of Ukraine. Social media are
examined as a domain of strategic influence in which information flows are
employed to shape public opinion, mobilise and demobilise audiences, affect political
processes, and undermine state resilience. The relevance of the study is driven by the
exponential growth of challenges to information security amid the digitalisation of
public communications and the transformation of the information space into one of
the key dimensions of national security. In the twenty-first century, information
serves not merely as a resource for governance and development but as an instrument
of influence capable of shaping public sentiment, behavioural patterns, the legitimacy
of political institutions, and state resilience to external pressure. Accordingly,
information security acquires the character of a system-forming factor of statehood,

as it is directly linked to the protection of sovereignty, democratic procedures, value



9

orientations, and the capacity of the state to implement effective policy under
conditions of crisis.

The purpose of the study is to provide an exhaustive analysis of information-
security threats in social media under conditions of hybrid warfare and to substantiate
protection mechanisms and approaches to enhancing the resilience of Ukraine's
information space on the basis of domestic and international experience. In pursuance
of this purpose, the following tasks were defined: to clarify the essence of
information security as a political-science category and determine its structural
components, functions, and specific features; to synthesise theoretical approaches and
research methods in information-security studies and substantiate the methodological
toolkit of the dissertation; to analyse Ukraine's regulatory and legal framework in the
field of information security; to examine social media as an instrument of strategic
influence; to characterise information and psychological operations in social media;
to analyse cyber threats and the technical instruments of hybrid warfare; to conduct a
case-study analysis of key instances of information influence on Ukraine in 2014
2025; to synthesise domestic and international experience in countering information
threats; and to develop practical recommendations for improving protection
mechanisms and strengthening the resilience of Ukraine's information space.

The object of the study is the specific features of the formation and functioning
of Ukraine's information security under conditions of external threats and influences.
The subject of the study is the threats to Ukraine's information security in social
media under conditions of hybrid warfare, as well as the mechanisms and regularities
underlying their identification and neutralisation, taking into account both domestic
and international experience.

The methodological framework integrates systems and comparative analysis,
documentary analysis of the regulatory and legal base, content analysis and event
analysis, case-study methodology, SWOT analysis, and elements of forecasting,
thereby enabling a comprehensive examination of threats, instruments of influence,
and countermeasure practices. The analytical method was applied in processing the

historiography, conceptual approaches, and key categories of the field. Systems
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analysis enabled information security to be examined as a complex system of
interrelated elements — the regulatory and legal base, institutional architecture,
coordination mechanisms, communication practices, technological factors, and
external influences. Documentary analysis was used to assess regulatory foundations
and state response practices; comparative analysis to juxtapose Ukraine's approaches
with those of partner states; case-study methodology for in-depth examination of
specific manifestations of information influence; content analysis to identify the
structure, content, and dynamics of information messages; and SWOT analysis to
evaluate internal and external factors determining state capacity to ensure information
security. Modelling was employed to construct generalised models of the institutional
mechanism, while forecasting was used to identify potential scenarios for the
development of the information-security situation in Ukraine.

Chapter 1 establishes the theoretical foundations of the study and develops the
conceptual and categorical framework for analysis. It clarifies the essence of
information security, its structural components, functions, and specific features as a
component of national security, demonstrating that in political-science terms
information security extends beyond technical protection and encompasses political,
social, and legal parameters of governing information flows. It is established that the
concept of "information security" entered scholarly discourse in the late 1980s and
gradually evolved from a purely technical category into a complex scientific
construct encompassing the protection of information resources, the stability of the
information space, the countering of information threats, and the safeguarding of state
interests. It is substantiated that in its contemporary understanding information
security constitutes a state of protection of the fundamental interests of the individual,
society, and the state in the information sphere, covering information and
telecommunication infrastructure as well as information itself in terms of its
completeness, objectivity, accessibility, and confidentiality. The chapter analyses the
multi-level character of contemporary threats, spanning the technological dimension
(cyberattacks, account compromise, data leaks); the cognitive-psychological

dimension (manipulation, disinformation, the imposition of destructive narratives);
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the institutional-political dimension (undermining trust in state institutions,
influencing electoral processes); the social dimension (polarisation, fragmentation of
society); and the international dimension (influencing international support for
Ukraine). Ukraine's regulatory and legal framework for information and cyber
security is analysed, its role as an instrument of public administration and political
regulation of information processes is examined, and the significance of legislative
and strategic documents for the preventive identification of threats and the
coordination of security actors is outlined.

Chapter 2 elucidates the logic of hybrid warfare in the informational dimension
and demonstrates how social media become platform-based environments for the
operationalisation of influence. Social media are examined as instruments of strategic
influence: their role in shaping public opinion, political processes, and security risks
Is substantiated, and it is shown that the network architecture of platforms, the speed
of content dissemination, algorithmic personalisation, and the low entry threshold for
producing information messages create favourable conditions for the realisation of
destructive influences. Information and psychological operations (IPsO) in social
media are analysed as a key mechanism of information warfare: their objectives are
identified, undermining the legitimacy of public authority, weakening social
cohesion, demoralising the population, and fostering behavioural patterns
advantageous to the aggressor and their effectiveness is explained through rapid
access to mass audiences and microtargeting mechanisms. It is found that IPsO are
directed simultaneously at domestic audiences (demoralisation, polarisation,
undermining trust in government) and external ones (discrediting Ukraine in the eyes
of the international community). Cyber threats and the technical instruments of
hybrid warfare are explicated, from account compromise and phishing attacks to
automated networks (bots and sockpuppets) and content-manipulation technologies
(deepfakes, generative artificial intelligence), and it is established that cyber threats
operate in complementary unity with IPsO, producing a synergistic effect.

Chapter 3 analyses key cases of information influence on Ukraine in 2014—

2025, tracing the evolution of instruments and narratives of influence and
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demonstrating their linkage to political-historical preconditions and the broader
revisionist logic of Russian policy. It is found that over the period under review a
systemic transformation of the methods and scale of information aggression took
place: from relatively localised operations in 2014-2015 to a total information
offensive under conditions of full-scale invasion in 2022-2025. Persistent narrative
constructs are identified that are systematically reproduced across different cases and
constitute components of a unified strategy aimed at undermining Ukrainian
statehood and legitimacy. The institutional mechanisms of counteraction are
analysed, including the activities of the Centre for Countering Disinformation, the
Centre for Strategic Communications and Information Security, the State Service of
Special Communications and Information Protection, the Operational Centre for
Responding to Cyber Incidents, and other actors. The experience of partner states
(Estonia, Finland, Latvia, Lithuania, Poland, Sweden, the United States, the United
Kingdom, and others) in building systems to counter disinformation and cyber threats
is examined. The need for a comprehensive approach is substantiated, encompassing
regulatory, institutional, communication, and educational instruments, as well as
strengthening societal resilience to disinformation campaigns, expanding
international cooperation, and developing response capacities.

The scholarly novelty of the study lies in the comprehensive political-science
examination of contemporary information-security threats in social media under
conditions of hybrid warfare and the in-depth analysis of institutional mechanisms for
countering such threats. In the dissertation, social media are conceptualised not
merely as a communication channel but as a domain of strategic influence in which
IPsO, manipulative technologies, algorithmic content amplification, cyberattacks, and
coordinated inauthentic behaviour converge. For the first time: the contemporary
threats to Ukraine's information security on social media as a component of hybrid
warfare have been comprehensively examined; a mechanism for institutional
interaction in the field of threat countermeasures has been developed, incorporating
the multi-level structure of actors (state bodies, the security and defence sector,

media, civil society, international partners, and platforms); a typology of threats on
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social media has been constructed and indicators for their identification have been
defined; key cases of information influence operations (2014-2025) have been
analysed; SWOT analysis and forecasting methods have been applied to the domain
of information security on social media.

Further developed are: the theoretical and methodological foundations of
information-security analysis under conditions of digitalisation; the conceptual and
categorical apparatus through the clarification of the relationships among
"Information security", "information aggression”, "IPsO", "disinformation”, "strategic
communications”, and "information-space resilience"; and the approach to analysing
the institutional factors of information-security policy through the identification of
functional task parameters (monitoring, prevention, response, crisis communications,
inter-agency coordination). The following propositions have been further developed:
the role of social media in hybrid warfare as an instrument of strategic influence; the
significance of state institutional capacity in countering threats in social media;
optimal models for combining reactive and proactive approaches to information-
security policy in wartime; and mechanisms of international cooperation in
countering disinformation and IPsO.

The theoretical significance of the study lies in the fact that its results broaden
the political-science understanding of information security as a component of
national security under conditions of hybrid warfare and the digitalisation of political
communications. The formulated propositions, conclusions, and generalisations may
be employed in further humanities research — primarily within political science and
also within sociology, cultural studies, applied linguistics, and sociolinguistics. The
theoretical contribution of the work also consists in elucidating the role of
institutional factors in building the resilience of the information space, identifying
regularities in the deployment of IPsO, and refining the conceptual and categorical
apparatus for studying information-security threats in social media.

The practical significance of the results consists in the possibility of employing
the findings and recommendations in the activities of public authorities and the

security and defence sector, in improving state information-security policy with



14

respect to social media, in strengthening inter-agency coordination, and in developing
technological tools for monitoring and response. The materials of the dissertation
may be used in developing and updating curricula in the fields of Political Science,
National Security, International Relations, Information Security, and related
specialisations. In a broader perspective, the results of the work are aimed at
supporting the creation of favourable conditions for the development of the
information society in Ukraine and the strengthening of national security under
conditions of protracted aggression.

Keywords: information security; social media; hybrid warfare; information
aggression; disinformation; information and psychological operations; cyber threats;
strategic communications; institutional mechanisms; information-space resilience;

national security.
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